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Research questions

(1) How does network structure affect risk of disclosure?

* |dentity
e Attributes

(2) How can we mitigate disclosure risks?

e Utility =




Graded k-anonymity: d-k anonymity [

e Attacker knows full network structure surrounding a
node, up to and including distance d

A node is k-anonymous if there are k-1 nodes W/th the
same neighbourhood. "
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https://arxiv.org/abs/2407.02290

Approximating d-k anonymity

Stricter measure (more information for attacker)

d-k-ANONYMITY DEGDIST(d) ]—»[ COUNT(d) DEGREE ]

[ HYBRID(d)

A—>B: A is stricter than B
(theoretical result)

VRQ(d) VRQ(d-1)

el
Easier to compute (simpler / quicker comparison) =
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Performance matters
(at 18 miIn nodes and 1.4 bln edges)

Depending on chosen measure and distance:

Performance COUNT (d) is a reasonable
approximation for

d-k anonymity and faster at d=1

Computations Number of
per comparison comparisons =

ch
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Experimenting with anonymization
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- Link deletion is better than adding or swapping %
- Targeted deletion works much better than random deletion
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Take-home messages

Network data is highly interesting for
official statistics, and of great interest to
the scientific community

We are working on measuring and
mitigating disclosure risk when sharing
network data
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Thank you!
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