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Recommendations for Sharing
Network Data and Materials

Neal, Z. P., Almquist, Z. W., Bagrow, J., Clauset, A., Diesner, J., Lazega, E., Lovato, J., Moody, J., Peixoto,
T. P., Steinert-Threlkeld, Z., and Teixeira, A. S. (2024). Recommendations for sharing network data and
materials. Network Science, 12, 404-417. https://doi.org/10.1017/nws.2024.16

"Researchers should share the network data and materials
necessary to reproduce reported results via a publicly accessible
repository when an associated manuscript is published...but access
to or use of shared data and materials may be restricted if
necessary to avoid harm or comply with regulations" (p. 404).
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Attacker scenario: information in the hands of an adversary



Publishing networks and privacy
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This talk

Q1: How to measure anonymity?
Q2: How to anonymize a network?

Q3: What is the utility of the resulting network?



k-Anonymity

m Givenagraph G=(V, ),
r1anode is k-anonymous if it has k-7 equivalent nodes

71 anode is not unique if it is at least 2-anonymous

1 For this presentation, assume: not unique — anonymous

m Network uniqueness U(G) = fraction of unique nodes (1/9 in the graph below)

unique

Not unique
4-anonymous

Not unique

Not unique
2-anonymous

2-anonymous



Anonymity measures

m  Whether two nodes are equivalent is assessed by an anonymity measure
m  Anonymity measures of the ego network (distance 1) of the focal node:

i Degree 2

i Count(|V], |E|) (3, 3) (z
{2, 2,2} |

______ 3a4b

m  Anonymity measures looking slightly further than focal node ego network:
wEl\/RQ: degree of neighbors {2, 3, 3} ./\Z:

m  Anonymity measures looking further: v
- at distance 2

""" Isomorphism at distance > 2 cadb5e
R.G. de Jong, M.P.J. van der Loo and F.W. Takes, The effect of distant connections on node
anonymity in complex networks, Scientific Reports 14: 1156, 2024.
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Anonymity measures

1.00
a
0 0.75
|
()
S 0.50
=)
=
= 0.25
0.00
\s - S N € o\ \o
\x\ 0‘2\\)\ ga wex?e,é «6\30" IR :; %
c,\'b ‘:\\; Q(\ CO%% g(\a (\(“ \(00V\ e(\qe\\ CO %C’b‘?
§\e ?

Real-world datasets with ~100 up to 3M
nodes, and ~100 up to 18M edges

d=1
* 0 l& O xe e _~0
e P R i
R o 9 Q6€ "%6\" % « ‘6\35‘0
Ko

Anonymity measures
Degree 2



Unigueness

Real-world datasets with ~100 up to 3M

Anonymity measures nodes, and ~100 up to 18M edges
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Unigueness

Real-world datasets with ~100 up to 3M

Anonym |ty measures nodes, and ~100 up to 18M edges
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Real-world datasets with ~100 up to 3M

Anonym |ty measures nodes, and ~100 up to 18M edges
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Unigueness

Real-world datasets with ~100 up to 3M
Anonymity measures nodes, and ~100 up to 18M edges
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Real-world datasets with ~100 up to 3M
Anonymity measures nodes, and ~100 up to 18M edges
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.. .. . Anonymity measures
Using imprecise information, yet Degree

looking further, is more effective!

R.G. de Jong, M.P.J. van der Loo and F.W. Takes, The effect of distant connections
on node anonymity in complex networks, Scientific Reports 14: 1156, 2024.
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This talk

Q1: How to measure anonymity?
Q2: How to anonymize a network?

Q3: What is the utility of the resulting network?



Network anonymization

m Intheremainder on the anonymity measure count (|V|, |E|) (3,3) .iz

m  Network anonymization problem: given a network G = (V, E), perturb the network
to maximize anonymity 1 - U(G)

Alternatively: the uniqueness minimization problem, i.e., minimize U(G)

m How to perturb the network?
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Network anonymization

m Intheremainder on the anonymity measure count (|V|, |E|) (3,3) q

m  Network anonymization problem: given a network G = (V, E), perturb the network
to maximize anonymity 1 - U(G)

Alternatively: the uniqueness minimization problem, i.e., minimize U(G)

m Perturbation method: edge deletion
i1 More sparse graph means fewer possible “states”, i.e., more anonymity

1 Mimics real-world attacker scenario of missing or unobserved links



Anonymization algorithms

Random and local optimization/heuristic approaches (this presentation):

1 REllelelgieEEilely] (edge sampling)
S Structure-based edge selectionf(GH:MeE-1=le Ke]aWe [I={¢=1)]
1 SRl ERESSR s e Nelef{=n =] [Elad[e]y]: select edges that affect the largest number of

unique nodes, in an attempt to make them anonymous

Global optimization (not in this presentation):

i1 Genetic algorithms, see:
S. Bonello, R.G. de Jong, T.H.W. Baeck, and F.W. Takes, Utility-aware social network anonymization using genetic
algorithms, in Proceedings of the 27th ACM Genetic and Evolutionary Computation Conference (GECCQO), 2025.

i1 Many other ideas that we are working on :-)

Algorithm performance measured in terms of fraction of edges preserved



Anonymization algorithms
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Anonymization
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Anonymization
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Anonymization 95% anonymous
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Partial and budgeted anonymization are variants of the anonymization problem
R.G. de Jong, M.PJ. van der Loo and F.W. Takes, The anonymization problem in social networks, arXiv 2409.16163, 2024.



This talk

Q1: How to measure anonymity?
Q2: How to anonymize a network?

Q3: What is the utility of the resulting network?



Data utility

m Data utility in network anonymization: extent to which perturbed network remains
usable for common network analysis tasks

Robustness Fraction of nodes in the giant component
i1 Centrality Percentage overlap of top-100 nodes based on betweenness
Community structure Similarity in terms of NMI of discovered communities

m Privacy/utility trade-off: balance between attained anonymity and data utility



Anonymity vs. utility: algorithms
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Anonymity vs. utility: measures

Copnet calls
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Conclusions

Network anonymization is an interesting, important problem
To measure anonymity, look further, rather than precisely
To anonymize a network heuristically, non-random targeting
of edges between unique nodes results in

i1 higher anonymity than random targeting and

i1 equal or higher data utility
Future work includes utility-aware optimization, applications
to population-scale network data, and better algorithms

ANONET package: implement
your anonymization algorithms!
github.com/RacheldedJong/ANONE

T

. .":'rf

franktakes.nl computationalnetworkscience.org

R.G. de Jong, M.PJ. van der Loo and F.W. Takes, A systematic comparison of measures for k-anonymity in networks, arXiv 2407.02290, 2025.

S. Bonello, R.G. de Jong, T.H.W. Baeck, and F.W. Takes, Utility-aware social network anonymization using genetic algorithms, in Proceedings of the 27th ACM
Genetic and Evolutionary Computation Conference (GECCO), 2025.

R.G. de Jong, M.PJ. van der Loo and F.W. Takes, The anonymization problem in social networks, arXiv 2409.16163, 2024.
R.G. de Jong, M.PJ. van der Loo and F.W. Takes, The effect of distant connections on node anonymity in complex networks, Scientific Reports 14: 1156, 2024.

R.G. de Jong, M.PJ. van der Loo and F.W. Takes, Algorithms for Efficiently Computing Structural Anonymity in Complex Networks, ACM Journal of Experimental
Algorithmics 28: 1-22, 2023.



http://franktakes.nl
http://computationalnetworkscience.org
https://github.com/RacheldeJong/ANONET
https://github.com/RacheldeJong/ANONET
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Uniqueness

somorphism as anonymity measure
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Isomorphism as anonymity measure
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d-k-Anonymity
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d-k-Anonymity
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Cascading effect per level
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d-k-Anonymity on graph models
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Impossible to anonymize?
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Measures: strictness
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Anonymity-cascade
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